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Introduction

AI is the future. AI is coming. AI is now.   
 
The speed at which AI has become central to every discussion 
on the future of technology can feel overwhelming. As the 
technology moves from a set of expert tools accessible to a 
select few to its new highly visible position with many enterprise 
use cases, its role as an all-pervasive capability to automate and 
augment our teams places it firmly in the spotlight.

The attention brings a wide range of pitches and promises, 
making it difficult to find clear and practical answers to the 
reality of how it will work in your environment. And it is difficult, 
with answers both simpler and more complicated than you’re 
typically offered.

Where to begin? At Cognizant, we have been guiding clients 
on the AI journey for many years, and we see critical similarities 
to other transformation journeys before it. We hope sharing our 
practical experience will help uncover the reality of how AI can 
work for you in ways that do not overwhelm your organisation, 
your infrastructure, or your team.

We believe in Pervasive AI – AI that sits everywhere it needs to be, 
but not simply ‘everywhere’. Pervasive AI becomes an embedded 
part of workflows and processes, offering users enhancements 
to the tools they already use instead of forcing them to break 
their flow to work with AI.

It is good to put these tools in the hands of your teams and let 
them experiment with AI. But the pitfalls are deep, and the risks 
are existential for businesses. Knowing how to embrace what’s 
possible without alienating customers, impacting financials, 
opening new cybersecurity risks, or landing on newspaper  
front pages for the wrong reasons must be addressed before 
you begin.

The AI narrative to date 
has been dominated by 
Generative AI along with 
a limited trial and error 
view of using available 
AI tools to build out use 
cases. However, it’s 
important to understand 
the full scope of AI to 
harness its true potential 
across the enterprise. The 
most critical determinator 
of success is to take time 
to really consider the 
problem you would like 
AI to solve. Assessing the 
big picture will help to 
achieve real integration 
and real results with the 
right resources. 
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Pervasive AI: embracing the right  
AI tools throughout the business
 
AI must become seamlessly integrated into the tools we use 
every day to truly deliver on its promise. It is not logical to add a 
new tool that takes people out of their workflow and think it will 
somehow enhance productivity “because it’s AI”.

Many readers will recall the introduction of spellcheck and 
grammar analytics into their word processing systems. It’s 
easy to forget the complexity of the algorithms that underpin 
such real-time utility, but they are so effective thanks to their 
seamless integration. So too with AI. It is likely that many of AI’s 
greatest advantages will only emerge once it is more deeply 
integrated into our daily workflows.

This is both a technical process and a cultural one. 
Understanding pain points and where AI can alleviate them. 
Pain could be represented by a gap in technology, or perhaps 
a universally troublesome process that has the potential to  
be automated. 

Pervasive AI can improve the working lives of individuals, or 
it can be hidden behind the scenes in ways that make entire 
teams, divisions, and organisations operate with less friction. 
But it will be at its best when we aren’t specifically thinking 
about ‘using AI’.

AI can’t become pervasive on its own. It needs bottom-up and 
top-down collaboration to get there.

Document comparison 
tools have been 
available to us for some 
time. Extending their 
capabilities, Large 
Language Models 
(LLMs) have evolved to 
analyse for differences 
in meaning between 
documents, finding subtle 
distinctions in terminology 
to speed the process of 
flagging where further 
investigation is required.
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The Generative AI hype train is  
very real - just add rails 

Rollercoasters are exciting because the car that is travelling at 
dangerously high speeds is firmly attached to its rails. Safety 
underscores everyone’s enjoyment of the ride.

Everyone has heard the horror stories of AI gone wrong. 
Hallucinations, misplaced personality traits, jailbreaks that  
avoid carefully crafted guardrails, and precious intellectual 
property being unknowingly incorporated into public models. In 
each circumstance, problems arise when AI tools are applied 
too broadly and without the right parameters in place to keep 
things firmly on track.

In these early days of implementation, unleashing Generative AI  
into public facing business systems is one of the most fraught 
use cases that must be approached with extreme care. 
When executed well, Conversational AI systems can deliver 
tremendous benefits and offer excellent alignment between 
the needs of customers and your internal teams. But it requires 
utmost care to avoid damage to your business reputation.

Some of the greatest short-term potential lies in ‘behind the 
scenes’ use cases. In this less public domain with easier access 
to ongoing human supervision, Generative AI can support a 
team to move faster with code generation, document analysis, 
research automation, and other processes. Busy work is 
reduced while oversight remains. These opportunities deliver 
tremendous upside, augmenting speed for teams across  
the enterprise.

Key to introducing these systems in any area is careful 
education. Teams should embrace AI’s assistive capabilities 
while maintaining vigilance over the outputs produced. 
Complacency around assuming Generative AI will always 
be ‘correct’ can lead to errors being missed, or introduced, 
so building awareness and well-defined processes is key to 
ensuring the onus always remains on the humans in the loop. 
It’s critical that AI is never allowed to become the excuse for 
poor results.

Previously, the value gained through machine-augmented 
human decision making wasn’t from making the highest 
performers “better” but from bringing below average 
performers up to average. Used well, Generative AI can lead 
the highest performers to even greater heights by providing 
significant multipliers on efficiency. However, the seductiveness 
of generative outputs means there is a real risk of a drop in 
performance at the lower end. 

Ask an LLM for the rules 
of chess and you will get 
a good answer. Ask it to 
suggest the next move 
in your chess game and 
it will probably lead you 
to defeat. It’s important 
to remember what AI is 
designed for – and what 
it is not – and apply it to 
the right solutions.
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Another critical risk 
is in the avoidance 
of ‘nefarious prompt’ 
and ‘jailbreak’ attacks 
on the tools you build. 
In an environment 
where Generative AI is 
parsing text inputs, poor 
guardrails could allow 
any piece of text to 
execute a new query to 
the AI. Just as every input 
field in software needs 
protection from injection 
attacks, Generative AI 
can be unexpectedly 
prompted by text in a 
document.

Data dilemmas: are you going to  
lose your proprietary knowledge?
Protecting the most fundamental value in your business – your 
knowledge – must be clearly understood before you connect 
your data systems to AI systems you do not directly control.

There is a stark difference between the consumer and enterprise 
versions of today’s tools. Consumer tools are unlikely to come 
with an expectation of data privacy, with data typically sent to 
the tool and used to further update and improve the LLM for all 
users. Enterprise edition tools are compliant with business privacy 
requirements and will not reuse data to enhance their services 
for all.

This difference is important, and difficulties arise from the 
unauthorised use of consumer tools by staff. There are  
many stories of teams doing exactly this in the absence of 
Generative AI being incorporated into businesses, creating 
significant dilemmas.

If a business does not feel ready to embrace AI in the short-term 
it must send a clear message to staff on the risks of unauthorised 
use and the threat it poses to corporate intellectual property. 
Considering the likelihood of staff within your business taking 
matters into their own hands should also form part of the 
decision around tool adoption urgency.

Data readiness is easier than you think.

Another common question concerns data preparedness. In our 
experience, we have found that taking steps to start your AI 
journey sooner is preferable to spending time and resources re-
engineering your data.

We have seen companies spend significant time and resources 
changing data warehousing infrastructure to make it ‘ready’ 
for the AI era. But AI is evolving so rapidly, by the time they had 
completed these works, it was found to have no longer been fit 
for purpose.

Others have hastily considered preparing half a century’s 
worth of historic data for inclusion in an AI process. Throwing 
everything at an AI with the hope it will unlock some unforeseen 
transformative insight is akin to winning the lottery. We 
encourage careful consideration on where enterprise value 
already lies and applying AI to enhance your learnings rather 
than hoping new intelligence will emerge from ‘somewhere’ new.

It is our experience that businesses will discover the need to 
bring less data into AI than they expected, saving considerable 
investment and time than reshaping their data until they find a 
specific need to do so.
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Cloud lessons apply  
again to achieving true 
transformation through AI
Our AI journey has many parallels to the 
cloud transformation journey before it. It is 
comforting to know that despite its differences, 
we have successfully managed change on this 
scale before.

Many companies started their cloud journey 
by migrating some workloads to the cloud 
that avoided the more challenging areas of 
the business. We see that the surface level of 
engagement with AI offers some simple steps 
forward. This can also create a way to pursue 
some easy projects and sidestep underlying 
problems that could get in the way of wider 
integration over the long-term.

But this avoidance tactic holds its own risk. If 
all projects hold to this approach, companies 
can ultimately realise they are avoiding true 
transformation, finding themselves to be 
exactly the same organisation tomorrow that 
they are today.

Those who left underlying data and software 
problems in place whilst undertaking the ‘easy’ 
parts of cloud transformation found they 
needed to play a lot of catch up to adequately 
deal with the problems they had been 
avoiding.

This is not to say we need to make sweeping 
changes immediately. It pays to be clear in our 
understanding of where our problems lie and 
what needs to be addressed for when we are 
ready to accelerate our journey.

Context is king: AI in the  
right places working on  
the right tasks
 
As we move toward Pervasive AI, it’s important 
to focus on using the right tools for the right 
solutions. That means it doesn’t always have 
to be AI. Choosing the right context for the 
effective application of AI to a process is 
the most important decision we can make 
throughout this transition, keeping the 
organisation grounded in what works and  
what solves real workplace needs.

These keywords— ‘context’ and ‘grounded’—
are also technical concepts within Generative 
AI. Throwing all our corporate knowledge at a 
single Generative AI system is not the best path 
to a real solution. But a more carefully curated 
system will help your answers be the right kinds 
of answers for a given need. Spending time 
choosing carefully will deliver better outcomes.

By being specific about context, and applying 
knowledge resources accordingly, we ensure 
AI models have the grounding they need to 
be useful and reliable for a given purpose. We 
must follow this same understanding in our AI 
planning. While AI may be used throughout our 
organisation, each context should be chosen 
carefully with a clearly stated outcome for the 
people and processes involved.

For example, banks are not going to generally 
ask Generative AI to detect fraud. However, 
they may use it to extract information from 
documents to allow you to improve existing 
fraud models. The right AI tool for the right task.
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The future is human
 
There’s a fear that AI is going to ‘take over’, but  
real life is not science fiction. 

The more we experiment with and implement 
AI, the more we see the importance of a deeply  
human process.

AI can automate repetitive tasks that often 
contribute to reducing an employee’s sense of 
humanity in their work. Such automation can 
give staff mental capacity back to ultimately 
enhance job satisfaction. With AI assistants, 
businesses can augment their creativity and 
insightfulness to perform high-level work at 
their best.

The culture of an organisation must be 
elevated alongside the growth of AI, building 
confidence in the workforce that AI tools are 
here to support and elevate their human 
capabilities. It is in these environments where 
teams flourish and businesses achieve positive 
transformation.

Insurance companies receive 
hundreds of thousands of claims 
each year. Investment in straight 
through processing (STP) has 
automated a fraction of claims to 
increase throughput but humans are 
still spending on average, a minute 
reviewing each claim. With the addition 
of AI capabilities, pulling information 
from disparate information sources can 
be automated and carefully curated for 
the human reviewer. This elevates the 
role of human reviewer to higher quality 
decision making where greater value 
can be added.
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Where do I start?
 
To MVP or not MVP? That is the question…

Our experience shows it is important to start somewhere 
targeted and specific, but with an understanding that the  
rules of engagement need organisation wide agreement. The 
specific becomes generalisable through the processes, rules, 
and guardrails we adopt as part of that MVP initiative. Keeping 
this long-term view in mind is important to analyse how that  
first project is representative of wider requirements across  
the enterprise.

This space for initial exploration of AI tools should be focused 
on choosing suitable tools for your needs and training targeted 
teams in how to use them to best advantage. This approach 
also offers cost control, with AI tools holding the risk of a 
potentially unbounded spend. Every request to an AI system 
will cost money. It’s worth taking the time to understand the 
resource costs behind these AI tools. Building clarity around how 
it will scale is why carefully targeted experimentation is an ideal 
starting point.

Establishing organisation wide steering groups is also an 
effective path to balancing bottom-up and top-down 
investigations, helping to debate, define, and explore the 
art of what is possible. Appointing ‘AI champions’ in varied 
departments to test and explore tools within careful limits can 
further unlock opportunities through their feedback and insights 
gathered from colleagues.

The most essential aspect of an AI transformation is the path 
toward embedding capabilities and preparing your organisation 
to adapt to the changes that arise through their use. 

The AI industry is moving quickly, and today’s best practice could 
be replaced by a better solution on very short timelines. Open-
source models, for example, may offer more opportunities in the 
future for building custom models that run on private systems.

What is important today is to learn how to use AI in your 
enterprise and discover which parts of your business have  
the most to gain. Building the skills to be nimble with AI  
and to take advantage of new tools as they emerge  
because you have defined robust frameworks for  
their use through this initial process of adoption.

8
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Six routes to immediate value
 
There is a wide world of use cases for AI, but some uses offer the clearest path to fast value with 
easily managed risks. Here are six leading options that focus on improvements to internal processes 
and workflows, reducing manual intensive work and moving staff toward their goals faster.

Conversational AI 

Older conversational systems 
have worked based on 
‘intents’ for a long time. AI 
does not replace those intents 
but is guided by them. This 
brings together the carefully 
contextualised insights you’ve 
already designed and makes 
them easier to find for the 
end user. A seamless hybrid 
approach that maintains 
high quality context to deliver 
excellent outcomes.

Code generation 

AI can deliver perfectly 
formatted code that compiles 
first time. But does it work? 
There is a danger here 
between what looks right and 
what performs well for the task 
required. But as part of a well-
managed developer workflow 
this can speed processes and 
improve documentation. 

Content customisation 

Knowing which customers 
sit in different segments 
and what messages you 
want to be sending to each 
– the content strategy – will 
remain a deeply human 
process. But once you have 
defined what you want to be 
communicating, AI can cut 
down on the drafting process 
to get your messaging 
prepared.

Semantic search 

AI designed to help search 
your own documentation, 
offering highly specific context 
and designed to minimise 
hallucinations. A business 
can offer staff simplified 
access to repair manuals or 
other corporate knowledge 
documents to query and return 
advice. LLM-based search offers 
subtle distinctions that a pure 
keyword search system will not. It 
can interpret and contextualise 
meaning, enhancing the 
value of your knowledge base.

Comparing documents 
 
Financial services businesses 
often find they need to put 
years of staff hours into 
analysing historic policy 
or contract variations to 
update their understanding 
of differences or to build 
new customer products. AI 
can short circuit this process 
dramatically by putting your 
focus on the right changes 
at a semantic level and offer 
summarised insights on the 
differences uncovered. 

Extract and summarise 
 
Some of the most powerful 
opportunities for AI lie 
in unlocking value from 
unstructured data. We spend 
a lot of time fine tuning code 
to correctly pull data from a 
specific field in the right table. 
But now AI can pull data in 
any format from anywhere – it 
doesn’t need to be prepared 
in advance. This means 
more data can be unlocked 
and given new purpose and 
renewed  value. 
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AI everywhere (you need it) 

Change is exciting. Change is terrifying. Change is important. But it doesn’t have to be all those 
things at once.  AI is very much an idea whose “time has come”. The statistical analysis of data 
enabled by the rise of computing power that led to Data (or Decision) Science set the foundation 
for where we are today.

Over the last 50 years, AI has grown through ‘Advanced Analytics’ to become quietly embedded 
throughout our world, fundamentally changing it. AI is at the heart of our most faithful digital 
companion that can retrieve any piece of information we desire. AI breaks down language barriers 
and (literally) helps us navigate through our lives. The difference in this current wave is that AI has 
been placed front and centre for everyone to see.

The prominence of this moment in AI is positive and negative. A positive as the need to drive 
change is felt at every level of the organisation. A negative because it could drive change for 
change’s sake. Like any dramatic change in the enterprise, remember to ask: 

“Why are we doing this?”
“What will it achieve?”
“Are we ready to take this journey?”

AI is the future. But it has also been a key part of our digital past. It is important to remember the 
lessons that drove success in this past when we are plotting our future in the Golden Age of AI.
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